= Larco.

The power of control. Automated.

GusgAN

Access Control
Software User Guide

= Larco

For Help, press F1 \\

"i-'ll'

www.larco.com .




Guardian Il Access Controller Software User Guide

Table of Contents

1oL oo ¥ o3 1 T ] o I 3
(7T ] Yo RS =T = o PR 6
HAardware...........c.ooiiiiiii 6
10111V L= 6
Using the Guardian [l SOftWare.............uuuiiiiiiiiiiiiiiiiiiae 11
F o LT ST A = 11 0] o I 12
Sit€ REV / LOCALIONS ...t 12
[ [0 o F= Y OSSR 15
SCREAUIES ... e 16
Harvesting keys from the SyStem .........cccooei i, 17
Sign In Rights for the software application ..............cccccuvviiiiiiiiiiiiiiiiiiiieens 18
Database Management ............cooiiviiiiiiiiii e 20
OPLIONAL FIEIAS ... 22
CONLIOIIBIS e 23
CONLrollEr PrOPEITIES .......uuuuiiiiiiiiiiiiiiiiiiiitiiiib bbb beeeeeaeneneee 23
(@S T g N  o ]1|  E] PPPPPPPP 26
GIOUP LISTS ..ttt 28
Dual Access (two keys required to open a lock)..........ccceovvvviiiiiiiiiiiciinennnnn, 29
Passage Users (bypassing the relay timer)...........cccceeveeeeiiieiiiiiiiieeeeeeeeeeees 30
Program Admin key with controller information ..............ccccceviiiiiiiiieenennnn, 30
L0 L] ] S PP PPPRRPPN 31
USEr GroUPS LSt ...t e e e e e eeanns 33
Controller AdmisSion & RESHNCHON .....ovieieiiieeeiicie e 33
Program USEI KEYS ........ovuieiiii it e e e e eeeanes 34
LT 01U | 1 PRSPPI 34
Admission / Restriction Controller LiStS ... 35
(2] Y PP TT 36
View / Import, Make AdmMIN/EXPOrt KEYS ......coooeeeiiiiieiiiiiie e 36
Save Export Key Records to the Database ..........ccooevvvvviiiieiieviveeiicieeeeeee 38
Make AdMIn & EXPOrt KEYS .....ccooiiiiieiiie e 39
Make an Admin key that contains data for multiple controllers.................... 42
=7 L0 o PPN 46
ST=1 [T o 1] o </ o] 11 1] o [N 46
Guardian Il controller board CONNECLIONS .....ccovvviiiiiiiiiiiiec e 48
User interface (LED colors and patterns).........ccccuuuueeeemimmmiimmiiiiiiiiiiiiieennennnnns 49

223-0084-000 Rev. D 5/14 2
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Software User Guide

Introduction

Congratulations on purchasing the premier product in standalone electronic lock controls. The
Guardian Il access control system is versatile, easy to install and simple to use!

The Guardian Il administration software kit is a package of software and hardware provided to
support the Guardian Il controllers and keys.

Please verify that you have the following components:

G2 Programmer (1) — This device connects to your computer’s USB port (with the
included cable) and is used to program keys in the Guardian Il system.

Important: The G2 Programmer driver must be installed on your computer in order
for your G2 Programmer to operate. This driver is included on the software CD.
When you plug-in the Programmer to you computer a wizard will appear, asking
you for this driver. Insert the CD into your computer and follow the directions in
Driver Installation Manual (223-2323-232) PDF.

Guardian Il software (1) supplied on CD-ROM — Allows the Guardian Il system to
communicate with the G2 Programmer. Used for setting up and configuring
Locations, Controllers, Keys and viewing the information stored on keys. Also

includes pdf files of the Software User Guide & Installation Manual.

Admin key (1) — The Admin key (Gray) is used to program and update the access
controller(s) with information used to grant or deny user and group access.

Export key (1) — The Export key (Black) is used to transfer the audit trail events
stored on each controller back into the computer, where the data is used for
reporting purposes.

User keys (5) — These are the keys you program for your patrons or employees, to
provide them simple access to your facilities. The keys are electrically unique and
copy proof. User keys are available in the following four colors: blue (standard),
green, red, and yellow.
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General features
The Guardian Il system consists of three major product groups: access controllers, electronic
memory keys, and the administration kit (software, G2 Programmer & USB cable).

Typically, one person called the “Administrator” is tasked with setting up and operating the
Guardian Il system. They enter information in the software about each controller they have
purchased, details regarding each user and they program the three types of electronic keys
(Admin, Export & User) that are used by the system.

The diagram below gives a general overview of what a system can look like.
e Administrator - Sets up & manages the system
e Gll Controllers are installed at access points

e User keys (individuals or groups of people) are admitted or restricted, when they use their
programmed key.

Users Access Controllers Administrator

User Key

s

~
“ Admin Key

Configures .'-_

Controllers R
Y User Keys
“ h Export Key x
I G2 Programmer
h Transfers
Controller
e @ Events
h s‘\\\\‘
i ! B . 1
cron | .8, GUARDIAN
P G450 q - II y,

All decisions are made by the access controller at the point of entry. Controller configurations are
set up in the Guardian Il software application which can be run on any Windows® PC whether or
not it is connected to a network. All set-up information is transferred between the software
application and the controller(s) via an admin key (programmed with the G2 Programmer). Simply
turn the key and you are done!

A record of controller events (accepted or denied access with time-stamp) is also stored in the
access controller’s memory. When audit-trail details are desired, simply insert and turn an export
key in the controller(s) and carry it back to the G2 Programmer (connected to the admin PC) for
easy uploading in to the Guardian Il software. The Guardian Il software comes standard with a full
list of available reports for audit trail evaluation as well as the ability to transfer the audit trail data
to an external file.

Windows® is a registered trademark of Microsoft Corporation in the United States and/or other countries.
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Each user also carries a copy-proof user key to identify themselves to the system. Users are
granted or denied access based on the set-up data written to the controllers and/or their user
keys. Access can be controlled based on individual, access point, day, time, group, and more.

The graphic below shows how various keys are used to transport data throughout the system.

e Admin kit (software & G2 Programmer) is used to setup controller(s) and program all keys.
e Admin key transfers information from the software (PC) to the controller.

e Export key transfers information from the controller to the software (PC).

e Users insert & turn keys in controllers

Guardian Il controller

tores all set-up and audit trail datain its

memory (no network required).
Admin Kit

Set-up controllers and analyze audit trail data
withthe Guardian [l software. Admin, export,
and userkeys are programmed and read via the
G2 programmer.

Admin key
Admin keys transfer set-up data from
the Guardian Il software to the
Guardian Il controller.

User key Export key

Eachuser carries their own Export keys transfer audit trail data
electronic key to gain access o from the Guardian Il controller back to
areas where they are approved. the Guardian |l software.

-
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Getting started

Hardware
Controller(s) - see the Guardian Il controller connection chart (page 48) in this guide or refer to the
Installation Manual (P/N: 223-0093-000) on the Guardian Il CD for hardware instructions.

G2 Programmer - Connect the USB cable to a USB port on your computer, after the software has
been installed. Once the G2Programmer has been connected to the computer, you need to load
the drivers so the computer can communicate with the reader. Refer to the G2 Programmer —
Driver Installation Manual (P/N: 223-0110-000) which comes on the software CD.

Software
Insert the Guardian Il software CD-ROM into your CD drive and follow the on-screen directions.

If the CD does not automatically start, do the following:

1. Select the Windows Start button.

2. Select Run.

3. Type D:\setup.exe in the text box and select OK. The installation should begin.

Once the software has been installed on your PC, go to the Windows Start Menu. Select Guardian
Il from the Programs list or double click the icon on the desktop to start the software application.

The Guardian Il software can be used to set up individual doors or access points with many
different configurations. The following section focuses on setting up a basic system. For
additional information, refer to the detailed sections of this manual.

Important: Each time you start the Guardian |l software application a logon screen appears. You
must type Admin in the User Name field to start the application. Do not enter a password (default
setting).

Log On To Guardian Il &l

Database: lectronicstGuardian T1\DataGuardianil.mdb E]

User Mame: Admin

Password:

{ Log On ‘ l Cancel

Once the application has been successfully started you may setup new users and associated
passwords in the Administration/Guardian Il Logon section of the software.

After initially logging on to the Guardian Il software for the first time, you will be prompted to
enter your Site Name (typically the name of your establishment). This Site Name will have
identification numbers associated (assigned by the software) with it, that are critical to your
system operation. All of your controllers and keys will use these numbers to identify themselves
to each other.
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Enter, Site Hame &l

Please enter a name that vou wish to appear in report titles,
An example might be your company name.

Site Mame: m

x ] [ | [ e

Figure 1
Site Name Entry Window

Important: In order to setup the Guardian Il system correctly, some basic information must be
entered in the software to make it functional. Follow the steps below (1-#11) to enter the
minimum required information to configure your software.

Note: You will find detailed information pertaining to each section of the software, starting on
page 14.

1. Enter a Site Name to identify your specific business (i.e. XYZ Corp.). This name will be
displayed on all the reports.

2. Create (Add) at least one Location where the controllers are to be installed (i.e. Main
Office or Chicago)

i Select the Administration button, then the Site Rev / Locations tab
B4 Select the Add Location button

i Enter a Name for each Location

i Select the Save button

3. Create (Add) a Controller for each device that is to be installed.

Select the Controllers button, then the Controllers Properties tab

Select the Add Controller button

Choose a Location (from the drop-down box)

Name the Controller

Select the Controller Type (Admission or Restriction)

Check the Set Controller Date / Time box and adjust for when the Admin key
will actually program the controller

Select and enter the appropriate Lock Settings

Select the Save button

N RERAERBE

s
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4. Create (Add) and distribute User Keys for all people that will use the system.

Select the Users button, then the User Properties tab

Select the Add User button

Enter the Name for the User (the next five text fields are optional)

Select the appropriate Key Is Valid button (Always, From/To Dates or the For #
of Accesses)

Select and review the Admissions and Restriction Controllers tabs Important:
This is where you set who is allowed or denied access to each controller. By
default, users are not given access to controllers. You can select individuals or
the entire list, and then use the arrow buttons to move to the opposite list. See
page 24 for detailed information on this subject.

B Select the Save button and insert and turn a new User Key into the G2
Programmer and select Make User Key

B BEEEE

5. Optional - Create (Add) User Groups. This lets you select and move individual users
into groups. Groups allow you to list many users as a single entry on a controller’s list,
instead of entering many individual users.

i Select the Groups button, then the Group Members tab

i Select the Add Group button

i Enter a Group Name

B Move Users from the Available Users list to the Selected Users list
B Select the Save button

6. Select each main icon (large buttons at the top of the main screen) and view each tab
with its associated tabs that contain information needed to configure the settings
which will be used to admit or restrict users (see more detailed information for each
section, later in this manual).

Example:

+ Select the Controller icon from the main screen

+ Select a Controller from the list on the left side of the screen.

4+ Select the User Admit or Restrict List tab (depending on the controller type
that was chosen). When an Admin key is used later to program, all the people in
the right hand list will be allowed or prohibited (depending on the controller
type) by the controller when they use their key.

4+ Add or move names from the left list to the right list (selected) or vice versa.
+ Select the Save button.

s
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7. Program (Make) an Admin Key. Used to transfer programming information from the
software to each controller in the system.

Select the Keys button, then the Make Admin/Export Keys tab
Insert and turn an Admin key (gray) in the G2 Programmer
Select a Controller from the list on the left of the screen

Select the Make Admin Key button

Type a Name for the key

Select OK

RERNERE

Controllers are programmed (Administered) using two different procedures, as described below:

1* Time an Admin key is used to program a controller - Each controller needs to have
your specific site, location and its specific information programmed into its memory,
once it has been installed. The first (initial) time you admin a controller, you must
follow these specific steps in order to program it correctly.

& Take the Admin key you created in the step above (#7) and insert it in the G2
Programmer

Select the Keys button, then the Make Admin-Export Key tab

Highlight the key name from the Admin Keys table

Select the controller you want to program, from the list on the left side of the
window

The Enable and Set Time checkboxes as well as the Program Controller 1°* Time
radio button in the lower left corner of the screen are automatically checked.
Press the Clock button to adjust the time and date for when you will actually
insert the Admin key into the controller. (Example: If the controller is installed
some distance from your computer, you will want to set the time into the future.
Say it is 10:00AM but you need five minutes to walk to the controller. Set the
time as 10:06:00 and program the Admin key. Remove the key and walk to the
controller. Use a watch to see when the time reaches 10:06:00AM and then
insert & turn the key in the receptacle. The LED will flash during the
programming of the controller)

Select Make Admin Key button

Insert & turn the gray Admin key into controller to download the information
to the controller

B BRH

B &
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On-going Admin key procedure - Used to make changes in a controller(s) configuration
after the initial admin procedure has been completed. The settings that are written to
the Admin key in this operation are setup in the Controller section of the software.
Refer to the Controller section of the software, prior to making this type of key. You can
remake these types of Admin keys as many times as you wish.

B Select the Keys button, then the Make Admin-Export Key tab.

&1 Select the Controller(s) you want to program, from the list on the left side of
the window.

Note: Hold the “CTRL” key while selecting (non-adjacent) controllers on the list to

select them. To select multiple items that are adjacent, click on the first item. Hold

the “SHIFT” key to select all of the controllers between the first and the last

selection.

&1 Insert an Admin key in the G2 Programmer (connected to your PC)

i1 Select an Admin key name from the center list. If there is no Admin key on the
list, select the Make Admin Key button and enter the key name. Note: You may
also select the Set Time/Date box, if you want to reset these parameters

i Select Make Admin Key button

B Insert the programmed Admin Key into controller to download the information
onto it

NOTE: You can administer more than one controller at a time from this screen by selecting
multiple controllers from the list on the left side of the screen. Generally, this would be used
when adding or deleting users from controllers, harvesting keys and settings that want to be
applied to all controllers. If you need to change the time on many controllers, you must admin
each one, individually.

8. Insert the Admin key(s) in Controller(s) to download information into the controller.
The LED will flash amber 3x, then to green and the buzzer will chime 3x.

9. Create (Add) an Export Key. Used to transfer audit records from controllers to the
Guardian Il software, for reporting purposes.

B Select the Keys button, then the Make Admin-Export Key tab
&1 Insert a Export key (black) into the G2 Programmer

i1 Select the Make Export Key button

& Type a Key Name for the export key

B Select OK

10. Insert the Export key in each Controller to upload information from the controller.
The LED light will remain solid amber during the export cycle and then turn red when
the process is complete. The buzzer will also sound.

11. Upload Records into the PC.

Insert the Export key you created in Step 11 and insert it in the G2 Programmer
Select the Keys button, then the View/Import/Erase tab

Select the View Key button to review the keys contents

Select the Save Export Key Records to Database button to move (upload) the
records from the key, into the software application

NRNYNEN
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The following sections of this manual will walk you through a detailed setup of your Guardian Il
Access Control System.

Using the Guardian Il software

This section of the manual explains in detail what each button displayed at the top of the Guardian
Il main screen contains and suggests different ways you may want to set your system up.

#» Guardian II Demo.guard - Guardian II 10l x|
File View Help

Controllers Users Groups Keys Reports Administration

GUAI;EHAN

o = Larco.

The power of control. Automated.

For Help, pressF1 | | [ um 4
Figure 2
Main Screen

After installing the software and entering your Site Name, begin by selecting the Administration
button. The Administration section contains system information related to holidays, time
schedules, harvest keys, locations and database management. Location information is one item
that must be filled in for the system to function.

1
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2

The Administration section of the software has seven tabs that contain important system
information such as Site Names, Schedules, Holidays and database management functions. When
initially setting up your system, the information you enter here will be used throughout the
software to configure the system.

Site Rev / Locations

Holidaps | Schedules | Harvest | Sign In Rights | Database | Optional Fields | Site Rev / Locations

Locations Site
Search: : : -
Site Name: Change Site Mame
Location Site Revision:
Garage
Main Office

Usge Daylight 5avings Time (US4 only)

take Site Init Key 0 | Uses

Location: |Garage

l Add Location l

l Delete Location l

Figure 3
Site Rev / Locations setup screen
The Site Rev/Location tab is used to identify the physical locations where your controllers are
installed (i.e. Main Office, Building 209 or Freshwater Yacht Club) and where you can modify/reset
your Site information.

Location names typically identify physical locations (city) or building names (Headquarters,
distribution center) that you recognize. These names will be used in the software as a primary
sorting name for every controller you setup in one or more locations Note: Initially, the Location
List on the left side of the screen will be blank.

Adding Locations:

1. Select the Add Location button.
2. Enter the name of the facility location (i.e. Main Office).
3. Click the Save button.

Editing Locations:

1. Select alocation from the window on the left side of the screen.
2. Edit the text in the Location window.
3. Click the Save button.

223-0084-000 Rev. D 5/14 12
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Deleting Locations:

1. Select alocation from the window on the left side of the screen.
2. Click the Delete Location button and then the Yes button in the pop-up window.

Warning: If you select this button, a window will appear asking if you want to

change the Site Name. This name will appear on all the reports generated by the software.

Site

Site Name: | | l Change Site Name ]
Site Revizion: I:l l Increrment Site Revizion ]
Jze Daylight Savings Time [USA anly) l Reset Site

Make Site Init Key II' Uses

Increment Site Revision - When all controllers in your system have been administered and are up
to date, the system allows you, if needed, to Increment Site Revision.

This option writes a new Site ID in the database, which will be loaded onto all your controllers and
user key’s. The information in the database remains (controllers & users) the same. You must then
reprogram (admin key) all your controllers with this new site number and then reprogram user
keys. Once the controllers have been Admined, the user keys will not work until they have been
re-programmed.

This feature could be used in a situation where you have a high turnover of users, such asin a
marina application and do not get many of your user keys back from the customer. By
incrementing the site, your existing customer’s information is still in the database and only their
keys need reprogramming to once again operate correctly.

Increment Site Revision - WARNING: Read the following

@ Warning: Incrementing the Site Revision will create a new unigque identity For wour entire system,
All existing controllers and kews will need ko be re-programmed with this new identity in order to operate.

If this is not the Firsk time you have Incremented the Site Revision, it is MANDATORY that yau
complete the process of re-programming all vour controllers and keys BEFORE wou increment again,

Are all wour controllers up to date? - AMD - Do You Really Want to Increment the Site Revision?

Yes ] [ Mo
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Reset Site — Sets your system back to the default factory site identification and start with a blank
database. Once this button has been selected, all the controllers and keys must be reprogrammed
with the new ID. Administrators may choose this option to simply start over with their software
design and implementation of the overall system.

After pressing the button, follow the instructions in the window below:

Reset Site - WARNING: Read the following

The purpose of reseting is to allow vou ko reprogram all wour controllers and kevs as
if wou just received them From the Factory, To do so, Follow the Following steps:

1. If you have previously Incremented the Site Revision and have not completed the process
aof re-programming all vour controllers, click ‘Mo’ and do so now,

2. Reset vour Site using this button,

3, Enable '"Controller Initialization' in the Make an Admin Key page and make sure
‘Change to Current Site Rev' is selected. Program an Admin Key For all vour controllers
and insert the Admin Key in each controller,

4, Mow, all wour controllers are at their Factary Fresh condition,

5, Copy the 'blank.mdb' database file and give it a new name.

6, Exit the Guardian II application, restart it and specify the new database name,

7. Recreate all vour locations, controllers, users and settings.,

8. Reprogram all wour admin keys, controllers, and user keys,

@ Warning: Reseting the Site will create an initial identity For wour entire swskem,

Reminders: All existing controllers will need to be re-programmed with this initial identity
in arder to operate.

If waou hawve previously Incremented the Site Revision, it is MARDATORY that vau
complete the process of re-programming all wour controllers BEFORE wou reset vour site,

are all wour controllers up to dake? - AND - Do You Really \ant to Reset the Site?

[ es ] [ ] ]

Note regarding #5 (in window above) — Use Windows Explorer to make a copy of the C:\Documents
and Settings\All Users\Application Data\Larco\Guardianl/\Data\blank.mdb file.

Make Site Init (Initialization) Key — This feature can be used when the administrator wants to
move an existing (programmed) controller from one area to another, within your system and
needs to change its identification and name. This key erases the existing controller identification
and sets it to the factory default. Then, an Admin key is used to program a new ID, thereby giving
it a new name in the software.

1. Insert a blank user key into the G2 Programmer.

2. Enter a number in the Uses box, then select the button. Note: Each time the

key is used to set the controller to factory settings, this number will decrement.

3. Touch the Red/White (REX Input #1) and Green/White (Ground) wires on the controller
together while performing Step #4, below.

4. Insert and turn the Site Init (Initialization) key into the controllers’ key receptacle. The
controller is now set to the factory default settings.

5. Program an Admin key with the new controller information and insert/turn it in the
controllers’ key receptacle.

s
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Holidays

Holidays | Schedules | Harvest Sign In Rights | Database | Optional Fields | Site Rev / Locations |

Holidays:
Holiday Date
Holiday Name New Years 14172011
= 5 Labor Day 9/5/2011
Thanksgiving 1172472011
Christmas 12/25/2011

January, 2011

Sun Mon Tue Wed Thu Fri Sat

Add Holiday
2 3 4 5 6 7 8
9 10 11 12 13 14 15

‘ 16 17 18 19 20 21 22
23 24 25 26 27 28 29
330 A

Delete Holiday

Figure 4
Holiday Setup screen

Holidays entered in this window and used in conjunction with the scheduling portion of the
software application, will restrict access in a facility on these specific dates. The Holiday list holds
one year of dates. After the year has gone by, you must change the dates to reflect the next year.

Example: If you set a standard weekday schedule of Monday - Friday, 8:00AM - 4:30 PM to allow
employees in a door, they will be able to use their key anytime during this period. If you added a
holiday date of 01/01/XX to this schedule, their key would not operate the lock on this day.

Adding Holidays:

1. Select the Add Holiday button.
2. Enter a name in the Holiday Name box.
3. Select a date from the calendar. (Note: You can click on the date at the top of the calendar

to quickly view different months and years).

4. Click the Save button.
Editing Holidays:

1. Select a holiday from the list on the right side of the screen.

2. Edit the text or select a different date.

3. Click the Save button. This will modify the existing holiday.
Deleting Holidays:

1. Select a holiday from the list on the right side of the screen.

2. Click the Delete Holiday button.
3. A warning window appears, confirming the deletion. Select Yes to delete, or No to cancel

the deletion.

s
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Schedules
| Holidays | Schedules | Harvest | Sign In Rights | Database | Optional Fields | Site Rev / Locations |
Search Schedules: AM PM
0|1 |2 (3 |4 (S |6 ’7 |3 |9 |10}11‘12|13|14|15'16 17|18(19 (20|21 (22|23
Schedule Name Monday
First Shift
Second Shift Tuesday ‘I
Third Shift
Wednesday
Thursday
Friday
Saturday
Sunday
Sehedule Name: Available Holidays: Selected Holidays:
First Shift || Holidays Holidays
: New Years Christmas
Labor Day
Thanksgiving
[ Add Schedule ] ance
[ Delete Schedule ]

Figure 5
Schedules Setup Screen (blue highlighted area shows First Shift time increments)

The software can store up to 255 different time schedule periods, which are used to allow or
restrict access to individual users or groups during the times shown. The default (blank) schedule
throughout the program allows for 24 hours/7 days per week admittance on an admission
controller.

Schedules work the best with admission controllers. Restriction controllers that show users on the
restriction list with no schedules, deny access at all times. Important: If a schedule is used for a
restricted user, they will be admitted during the schedule timeframe and restricted at all other
times.

Holidays (entered on the previous tab) can be used in conjunction with any schedule. On the days
designated as holidays, access will not be granted to the individuals or groups on admission
controllers, with this holiday schedule.

Adding Schedules:

1. Select the Add Schedule button.

2. Enter the name in the Schedule Name box.

3. Highlight the time increment boxes at the top of the window for each half hour you would
like to select. Note: You may click (highlight) individual boxes or click-and-drag from the
left or right to select a series of boxes in the same row.

4. Select and move any applicable Holiday(s) from the available list to the selected list.

5. Click the Save button.
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Editing Schedules:

1. Select a schedule from the window on the left side of the screen.
2. Edit the time/day box information, name or holiday text.
3. Click the Save button. This will modify your existing schedule.

Deleting Schedules:

1. Select a Schedule from the window on the left side of the screen.
2. Click the Delete Schedule button.
3. A warning window appears, confirming the deletion. Select Yes to Delete.

Harvesting keys from the system

Holidays | Schedules | Harvest | SigniIn Rights | Database | Optional Fields | Site Rev / Locations

Search Active User Keys: Search Harvest User Keys:
Last Name First Name a: Last Name First Name Date
#Anglin Lawrence Fingers_29 Rollie
& Blue Vida Hunter_30 Catfish 742172011
# Couples Fred
# Ford Harrison
Ef Green Ted
# Holyfield Evander
i1 Kelly Red v
< >
Active Admin / Export Keys: Harvest Admin /7 Export Keys:
Admin Key Name Admin Key Name Date
Admin 1
Export 1
Figure 6

Harvest Key Screen
This section of the software allows the administrator to "harvest" (rouge keys that were not
returned) keys from the system. After programming an Admin key with this information and
inserting it in all your controllers, the next time access is attempted using that specific key, it will
be erased and access will be denied to that user. The controller will record the harvested user's
name as well as the time and date that access was attempted. From this point on, that specific
key will not work in any controller throughout the system, rendering it useless.

One of the benefits to using this feature is that once a key has been harvested, it will not work in
the system and will delete the user from active lists in the software. Reports will continue to show
the user name with an underscore and key number or the name. Some competitive systems
require that you keep a user on a restriction list forever, but that is not required with the Guardian
Il system

Hunter_30

Figure 7
Harvest User Name format
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Sign In Rights for the software application
Holidays | Schedules | Harvest | Sign In Rights | Database | Optional Fields | Site Rev / Locations

Users:
User User Type
Admin Administrator
Robert Smith Standard

Add User

Delete User

Change Password

| |
| |
| |
= ]

Figure 8
Sign In Rights screen

This screen is used to set up access rights for individuals you want to be able to log into the
software. You can add and delete users, change their logon passwords and change the level of
rights.

There are two levels of rights that can be assigned to each person who is given rights to access the
software. "Administrator" rights give the user unlimited access to the software, meaning they can
add new users and groups to the system and allow the person to set and edit information in the
Administration section. "Standard" users can only perform basic tasks inside the software, such as
adding new users or viewing reports.

People with standard rights cannot add or delete controllers, groups or view any information
inside the Administration tab.
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Adding Sign In Users:
1. Select the Add User button.
2. Enter their name in the User Name box.
3. To assign the user Admin rights, check the box or leave blank for a Standard user.
4. (Optional) Enter a Password in the next two windows and select OK.

Site User Data @

User Name: ‘

["] admin User

Password: ‘

Re-Enter Password: ‘ ‘

o | [ Cancel ] [ Help ]

Deleting Sign In Users:
1. Select a User from the window on the left side of the screen.
2. Click the Delete User button.
3. A warning window appears, confirming the deletion. Select Yes to Delete.

Changing Admin Rights & Passwords:

1. Select the appropriate button (Admin Rights or Passwords).
2. Select a User from the window on the left side of the screen.
3. Modify the information in the window and select OK.

-
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Database management
Holidays | Schedules | Harvest | Sign In Rights | Database | Optional Fields | Site Rev / Locations

Database

[ Create a New Database l

l Change Databases ]

Backup / Restore

l Backup Databasze ]

l Restore Database ]

Maintenance

l Export Data ]

l Delete/Purge Records

IR

Figure 9
Database tab screen

This window contains six database management functions that can be used to help you create and
maintain your database information. The following information explains the basics of each button
found on this screen.

Create a New Database - The Guardian Il software package allows you to create multiple
databases for different businesses and work with each of them, without starting additional
programs. This feature is very helpful if you want to maintain multiple systems containing
databases with distinct site names.

1. Select the Create a New Database button to open a standard window dialog box.
2. Choose alocation for the new database and give it a name.
3. Select the Open button, to create a new database.

Change Databases - This button allows you to switch between different databases you have
created. (Note: You can also go to File from the main menu and select/open any one of the last
four databases you have worked with).

1. Select the Change Database button.

2. Use the browse button _l to locate the database you want to use and select the Open
button.

3. Enter your User name and password. Select the Logon button to open the database or the
Cancel button to exit.
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Backup Database - By selecting this button, a copy of your current database will be saved to a
location of your choice. The software will prompt you to enter a name for the backup copy of the
database and to select a location where the backup file is to be stored. In the event of a computer
failure, you could use this backup file to restore your database.

1. Select the Backup Database button to open a standard window dialog box, where you
choose a location to backup the existing database and name the file you want to backup.

2. Select the Open button to backup the data.

3. A message will appear to let you know the file was backed up. Select the OK button to
finish.

Important: Backing up your database on a regular schedule is highly recommended. As a rule of
thumb, you should back up your data no less often than the amount of time you want to spend
recreating the data you lose if your computer crashes, without warning!

Restore Database - Allows you to restore data from a backup file in the event that your original
(working) database is lost or damaged. When you select this button, a window will appear. Select
the database file you want the system to replace the existing file with. WARNING! Restoring data
will overwrite the current data, so be sure this is what you want to do!

Export Data - Allows you to export and save selected data files from the Guardian Il database in a
.csv (comma separated value) file format. This data can then be opened in other applications such
as Microsoft Excel, where you can manipulate and sort the information.

Begin by selecting the Export Data button. A window containing the names of all created
database tables will appear (Fig. 10).

Table To Export: Export File Mame: Table To Export: Export File Mame:

[users

[Locations C\Documents and Settingsisgardeer

[ Doors D Eroups

[CJuser Access [l iaraup Member:
[ Group Access [Holidays
[[Joual users [ 5chedules
[IPass Users [ Schedule Holidays

[IHarvested Users [ admin Keys

alajajajaaiaia
alajajajaiaiaia

D Events

Figure 10
Export Database Tables Screen

1. Check any of the boxes next to the table names to export them to a file location of your
choice.

[IHarvested admin Keys

2. To choose the export destination for the file, select the browse _l button.
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3. After the window appears, choose an appropriate location of where you want the file
saved, enter a name for the file and select the Open button. The new export destination
path now shows on the Export Data window.

4. Select the Export Data button to complete the export process.

Delete/Purge Records - Allows you to delete transaction records from your database, using a date
range. This will reduce the overall size of your database and speed up certain processes such as
reporting and sorting of data.

1. To begin, select the Delete/Purge Records button.
2. Enter the date & time range for records that you want to delete.
3. Select the OK button to delete/purge all records in the range.

WARNING: Once you delete a record from the Archive section, you will not be able to recover it.
It is suggested that you make a copy of your database prior to deleting or modifying data.

Optional Fields

This screen is used to edit the optional field names that appear on the Locations and User
Properties windows and set the time (0-30 seconds) that balloon help appears when you hover
over certain areas of the software. The program does not use these fields for reporting, although
you can export the data contained in these areas for reporting outside the system. Check boxes
that are checked will appear on screen in the software.

| Holidays | Schedules | Harvest | Sign In Rights | Database | Optional Fields | Site Rev / Locations |

Optional Fields
Note: The information that is displayed in the text boxes below is what will appear in the corresponding software tabs.

Select checkbox(s] below to display the optional fields in the program and reports.

Contrallers / Controller

Properties Users / User Properties
Camera [Y/N) ‘Employee SSNit |
Guarded [Y/N) |Start Date
Exported (Date) Supervisor Name
Last Admin Date Department

Balloon Help Text

Display Balloon Help Text for 15 | seconds [0 to 30) when hovering.

Figure 11
Optional Field screen

s
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Controllers

Controllers

Controller Properties

Search Controllers:

Controller Properties User Admit List | Group Admit List | Dual Access Passage Users

Location; Farage b4
i A -

Location Contraller Btnl e Side Door Al
[ =arage Derma 1 RC ) )
[ Garage Demo 2 &C Ctir Optional 1 YWiew Auto Unlock Options
[ Garage Electric Golf Car Ct Optional 2 O Never :
#Garage Fraonk Door ate Time

Garage Gas Golf Cart CHr Optional 3 () From: TR0 s | | 11194M £
[ Garage Side Door )

Garage Tonl Roaom Etr Optional 4 Until: FR2201T s | [ 11:19AM -
[ Main Office 2nd Floor
€D3main Office accaunting Dr Controller Type © Use Schedule:

Main Cifice Eack Doar (%) Admission Controller )
ﬁl‘ﬂain Office Door & () Restriction Controller R e
#Main Office Door B v Lack Settings
(‘" 5 Set Contraller D ate/ Time

“ sl Comtraller ” S/E/2011 S5ET4 AM

) Active O 'wWarning [minutes)

“ Delete Contraller ” SIoE Ui 109 8 e PEeas () Unlock duration [seconds) 3

[Max Time between Keys [1-285 zec) 8
“ M ake Admin Key ”

Figure 12
Controller Properties screen (all checkboxes checked)

After you have entered the required information in the Administration section of the software, the
Controllers section of the software is your next step in configuring all of the controllers in your
system.

The controller area contains five tabs arranged with a filing folder look. The first tab, called
"Controller Properties", contains fields that are used to program each controller. The remaining
tabs contain lists of individual users and groups that you can admit or restrict for each individual
controller. This gives you many options and a great deal of flexibility in setting up access for each
controller.

Note: The screen in Figure 12 has all of the option checkboxes selected, to show all the features
available for programming a controller. As a default, when this page is normally opened, the
checkboxes will be unchecked.

s
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Status Icons —
Graphical
interface gives
you “at a
glance” view of
your controllers

Search Controllers:

|

Location

Controller N

Demo 1 RC
Demo 2 AC
Electric Golf Car
Front Door

Gas Golf Cart
Side Door

Tool Room

2nd Floor
Accounting Dr
Back Door

C ller Properti User Restrict List | Group Restrict List | Dual Access | Passage Usd
Location: * Garage v
Controller Nav* Demo1RC Auto Unlock
Ctir Optional 1 View Auto Unlock Options
Ctir Optional 2 ® Never ¢
Ctir Optional 3 ©Fiom:
Ctlr Optional 4
Controller Type O Use Schedule:

() Admission Contr

¥ (® Restriction Controller

Door &
Door B v
>

and user key 7 Garage
status. [H] Garage
[ Garage
#Garage
\ #Garage
[ Garage
#Garage
[ Main OFfice
@Main Office
Controller FfMain Office
Type - Sets #Main Office
the controller 3 Main Office
to either <
Admission or
Restriction
all listed
Users &
Groups on the
following tabs.

8/5/2011 1:25:27 PM

Require Two Keys for Access

[Max Time between Keys [1-255 sec) | 8

Set Controller Date/Time

Auto Unlock (Optional)

Allows a controller to
automatically unlock and
relock according to the
specific settings found in
this box (Never, From and
Use Schedule).

Note: When the Date
range button is selected,
maximum time duration
cannot exceed 31 days).

Lock Settings

O Active On Warning (minutes)

(® Unlock duration (seconds) 4

™

[ SavN[ Cancel J
AN

Require Two Keys for Access - Dual Access tab
(Optional)

Two user keys are required to activate the relay on the
controller.

When using this feature (by selecting the checkbox) enter

the time in seconds that a controller waits before resetting,
when a Dual Access User key (1% key) has been inserted

and when a Dual Access Required User key (2™ key) has
been inserted iand turned in a receptacle.

Used to set the
controllers real
time clock (RTC).

turned in a receptacle.

seconds.

cart applications.

Lock Settings — Two different choices of how the
relay responds after a valid key is inserted and

Unlock duration Sets the time the on-board relay

stays energized after a valid key has been inserted.
An electric strike or other mechanism is wired to the
relay contacts. Time can be set between 1 and 252

Active On will energize the lock for as long as a
valid key is inserted and turned. The buzzer will
sound continuously during the warning period, until
the relay de-energizes. This has been used in golf

Location (* required field) - Choose from one of the locations shown in the drop-down box. The
location should reflect the physical location of where the controller will be installed. Note: The
Locations available in the drop-down menu were originally entered in the Administration - Site
Rev/Locations tab section of the software.

Controller Name (* required field) - Enter a name that is associated with the particular
controller. This name will be used on lists and reports throughout the software.

Optional Fields - You may enter additional information, pertinent to your business for each
controller into any or all of these four fields, if desired.

Controller Type

(®) Admission Controller

O Restriction Controller

223-0084-000 Rev. D 5/14
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Admission Controller - Controllers set as “Admission Controller” allow access only to those who
are on the accompanying (tabs) access lists.

Note: Typically, the setting is used for controllers that have a relatively few number of individuals
or groups needing access. Again, it is easier to list the few people who should have access, rather
than a larger list of those you would have to restrict.

Restriction Controller - Controllers set as “Restriction Controller” will deny access only to those
individual users or groups who are shown on the accompanying restriction lists (tabs). All other
keys with the correct Site information will be granted access.

Note: The restriction setting is generally used on a controller that has high traffic volume, such as a
business’s front door. In these high-use areas, it is easier (shorter list) to restrict those who you
don't want to get in, such as employees who quit and didn’t give their key back to the company.

[&] Set Controller Diate/Time Set Controller Date/Time - Used to set the time clock inside each
772672001 115317 &M controller (using an Admin key). When you check the box for this
section a Clock button appears. If you select the button, a calendar
and clock time window appears. You can select the OK button to set the current time (set by the
computer clock) or using the calendar and clock, set a time in the future when you will be at the

controller to upload this new information.

Require Two Keys for Access Require Two Keys for Access (Dual Access) - This sets the

(Max Time between Keys (1-255 sec) | 8 | time allowed for two users to insert each of their keys into a
— controller to open the lock. A typical use for Dual
Authentication entry is for narcotics cabinets, where an employee is required to have a supervisor
present to authorize (validate) the opening of the cabinet.

BufiLInbk _ Auto Unlock - Can be used to automatically unlock a controller at
:'ewmunlmkupmm a predetermined time by setting a From/To date and time (not to
- Date Time exceed a 31 day period) or by using a preset Schedule. When the

e vl 1SS “Require Passage User Key to Enable Auto Unlock” feature is

checked, the controller will not automatically open during this
period, until a pre-approved user who is listed on the Passage tab,
has inserted their key in the controller.

Unit [ 71822011 | [11.89FM

O Use Schedule:

[] Require Passage User Key to Enable Auto Unlack

No matter which type of setting is used, at the end of the period the controller relocks. This type
of setting can be used in many situations where you want a door or gate to be open without using
a key to gain entrance (i.e. open houses or delivery of items through a door for an extended period
of time).

s
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Lecaetins Lock Settings — Select “Unlock duration” to set the length of time a
Bt et T valid key will activate the on-board relay, thereby allowing a lock to
& - remain open (unlocked). You may enter a time between 1 and 252

seconds. After the expiration time, the relay will deactivate and the
device will return to its original state. Typically, 3-5 seconds is sufficient for most locking actions.

The “Active On” setting is used to power the relay continuously, as long as a valid key is turned in a
receptacle. The value entered in the white box is the time that a warning signal will activate
before the user’s key runs out of time. This has been used to secure and control golf carts. When a
users’ key is programmed to be valid between two periods of time, and the time period remaining
on the key gets low, the warning (buzzer) beeps continuously until the time on the key runs out
and the controller shuts off .

User Admit List

Depending on the controller type you selected on the Controller Properties screen; the User tab
will read either User Admit List or User Restrict List. There are two user tables on the screen.
One list contains the names of all available users Not Admitted or Not Restricted, in your system.
The other list contains the names of those who are Admitted or Restricted by that specific
controller. You can select and move individual users or the entire list from one side to the other,
using the buttons that are located between the two lists.

The right table also contains a schedule column, that is used to set times that users admission or
restriction is active. Note: The default schedule (blank) is set for 24 hours/7 days per week.

Search Controllers: Controller Properties | User Admit List | Group Admit List | ~Dual Access™| Passage Users
i A
Loz o Lo = Users Not Admitted: Users Admitted:
mGarage Dema 1RC
[ Garage Demo 2 AC
[ carage Blectric Golf Car Last Name First Nama Last Name First Mama Scheduls
(1 carage Front Door Carter Jimmy (Green Ted
#Garage Gas Galf Cart Ford Hamizon Kelty Red
il Garage Side Door Holyfield Evander Lemwis Jemy Lee
PEcarage Tool Room Jones Temy
. ) Jonas Tom
[ Main Office 2nd Floor Langer Bemhard
(BMain Office Accounting Dr Lee Tommy
[ Main Office Back Door Lewis Lennox
#Main Office Doar A Eodd'»" I gor;lo|1
) ) Ve avis
?Mam Office Door B o[ | Mayfield Jeremy o
< ¥ McKenzie Reggie ’ -
- Meil Vince
Add Controller Mecon Patricia
Paul Les
Dielete Controller fippen §goﬂie w

” £ > < >

" [iake Admin Key

Figure 13
Admission Controller - User Admit List screen
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e For Admission type controllers, only the names that appear on the right-hand list will be
granted access.

e For Restriction type controllers, the only people who will not be granted access appear on
the right-hand list.

Search Controllers:

Controller Properties | User Restrict List | Group Restrict List | Dual Access | Passage Users

i -~
Leestey Gzl Users Not Restricted: Users Restricted:
"l Garage Demo 1 RC
W] Garage Dierno 2 A
(] Garage Electric Galf Car Lazt Mame First Mame Last Mame Firzt Mame Schedule
#Garage Front Door 2012 Rental J Smith Blue ida
Gatage Gas Golf Cart Anglin Lawrence Green Ted

[] carage Side Doar Cart 1 Golf
ﬁ Garage Tool Room Carter dirnrny

) ) Couples Fred
[ Main OFFice 2nd Floor Fard Harison
@Main Cffice Accounting Dr Gardeen S oot
#Main Office Back Door Halyfield E-vander
#Main Office Door & .}J(aﬂger ;I'Cdk
ﬁMain Cffice Door B w il B
i Langer Bemhard Restrict Al >5
< > Lee Tommy

Lewis Jemy Lee
Add Contraller Lewiz Lennay ¢¢ Bemave &l
sS——'| Liddy Gordon
Deleta Cantraller !__Dve__ II_I_ Davis w
< > < >

Figure 14
Restriction Controller - User Restrict List screen

Admit or restrict User(s) on each controller:

1. Select the Controllers button | cwaes | gt the top of the screen, and then select the User
Admit or Restrict List tab (depending on controller type).

Select a Controller from the left hand list.

Select User(s) from the list(s) and move them between lists, using the buttons with arrows
and select Save.

Example: For the Main Entrance of a building, many administrators choose to program the
controller as a restriction type controller. This would grant all active users of your system, access
to the door. Initially, no one would be restricted therefore; no names would be listed in the right
hand table. If you decided that two manufacturing employees should use the Back door instead of
the Front, you would move their two names from the left-hand table to the right-hand table then
make an Admin key and insert it into the controller to program the door.

After the controller has been updated, the two employees’ keys would not work in the Front Door.
If at any time you wanted them to use the front door again, just move them from the right table
back to the left and make an Admin key and insert it in the controller.
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Group Lists

Group lists work in the same way as the user lists. The only difference is that you can admit or
restrict a group of individuals as a single entity, rather than having to list a large number of people
individually.

Once a group has been added to the Group Admit List, an Admin key made and inserted/turned in

the controller, new users can be added to the group (in the software), the user keys programmed
and thereby, granted access without having to reprogram the controller.

Figure 15

Search Controllers: Controller Properties | User Admit List | Group Admit List | Dual Access | Passage Users
I ‘

pocation ST &l Groups Not Admitted: Groups Admitted:

[ Garage Electric Golf Car

MGarage Front Door | L

[] Garage Gas Golf Cart Available Group Member Group Schedule
#Garage Side Door Basketball Players [ Baseball Players

Garage Tool Room Front Door Access
#Main Office 2nd Floor Marl_<e_ting A
#Main Office Accounting Dr Musicias il
- 2 Non-Exempt

# Main Office Back Door Parts Crib

#Main Office Door & | | Racing Drivers

#Main Office Door B

FEMain Office  Forklift #1

#Main Office Hay Shed v

(‘" s | Admit &l >>

<< Remave &ll

Save ][ Cancel

Controllers section - Group Admit List screen

Admit or restrict groups for each individual controller:

4. Select the Controllers button [ «ws | gt the top of the screen, and then select the Group

Admit or Restrict List tab.
Select a Controller from the left hand list.

Select a Group(s) and move the group name from the left-hand list to the right-hand list,
using the buttons with arrows and select Save.

Note: See the Groups section of the software to learn how to create Groups.

s
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Dual Access (two keys required to open a lock)

Search Controllers: Controller Properties | User Admit List | Group Admit List | Dual Access | Passage Users

Location Controller & A A

Users needing a Required User: Required Users [at least one):
B Garage Demo 2 AC - . -+
[] Garage Side Door P | [ — | [ s | S
Garage Tool Room Last Name First Name Last Name First Name

#Main Office Back Door Carter Jimmy Green Ted

#Main Office Forklift #1 Gardeen Scott Kelly Red

#Main Office Hay Shed
TEMain Office  Tool Crib

Add Al >>

Add Controller << Remove All
Delete Controller
Make Admin Key

Figure 16
Controller Section - Dual Access List screen

Dual Access controllers require that two user keys must be inserted and turned in a period of time
(specified on the controller properties tab), to energize the relay (open the lock).

This feature is commonly used for setting access rights to such things as narcotics cabinets. This
tab is used to add individuals (not groups) who are authorized to use their keys in specific Dual
Access controllers.

All dual access controllers in the system are shown in the far left window. When a controller is
selected, corresponding users are shown the other two window lists.

The center list, “Users needing a required User” shows all users who have been given rights to use
this controller (from the User Admit List tab). The list on the right “Required Users” shows those
users whose key must be used in conjunction with others shown on this screen for the controller
relay to activate.

Important: There must be at least one user shown on the “Required Users” (right side) list and
their key used, for this type of controller to work correctly.

Keys from either list can be used in any order when inserting and turning them in the controller
receptacle.

You can add authorized people to the “Required Users” list and remove them by selecting the
appropriate add/remove buttons, save the data and program an Admin key to upload the
information onto the controller.
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Passage Users (bypassing the relay timer)

Search Controllers:

Controller Properties | User Restrict List | Group Restrict List | Dual Access | Passage Users

i ~
LowElim Careiatlr Available Users: Paszage Users:
W] Garage Cierno 1 RC
] Garage Demo 2 AC
[] Garage Electric Golf Car Last Mame First Namne ~ Last Mame First Mame
Garage Fronit Door 2012 Rental J Snith Green Ted
#Garage Gas Galf Cart Anglin Lawrence Kelly Red
[ Garage Side Doar Cart 1 Galf
# Garage Tool Room Carter dimmy
) ) Couples Fred
[ Main Office 2nd Flaor Ford Harrisan
@Main Office Accounting Dr Gardesn Sott
TEMain Office Back Doar Holyfield Evarder
E Main Office Door & iaggel gl":kh 4
) . anger ermhar
Main Cffice Door B
? ¥ Lee Tammy Add All >
< > Lewiz Jerny Lee

Lewiz Lennox
Add Contraller Liddy Gardan << Remaowe Al
Love lll D aviz
Delete Contraller M ayfield Jerermy w

" Make Admin Key " < 2

Figure 17
Controller Section — Passage Users screen

This tab is used to give certain users the capability of setting a controller into the passage mode.
Setting a controller in the passage mode means that when a listed “Passage User” inserts their key
and turns it twice within five seconds, the controller relay will energize (unlock) and stay that way
until the passage key it is turned twice again. If the controller is using a schedule, the auto unlock
will relock when the time expires.

The passage mode is typically used in the case of an unexpected delivery of goods or when a
service technician needs to gain entry into your facility multiple times in a short time span. Rather
than make these temporary personnel a key, a supervisor or any other person with this passage
privilege can unlock and relock the controller without any special programming of keys.

Selecting individuals you want to have passage mode capability is the same as the preceding tab.
Once the names have been added to the right-hand list, the Admin key must be programmed and
inserted into the corresponding controller for administration.

Note: Any key listed on the “Passage Users” list can unlock or relock the controller. It does not
have to be the same key that set the controller in this mode.

Program Admin key with controller information
1. Select a Controller from the list.

2. Insert an Admin key into the G2 Programmer and select the Make Admin Key button (see
Admin section). This programs the information in the software to the Admin key.

3. Insert the Admin Key into the appropriate controller and turn the key. The information
stored on the key will be uploaded into the controllers’ on-board memory.
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Users

Search Users:

Users

Last Mame
4\ 2012 Rertal
# Anglin
m Blue
& cart 1
# Carter
# Couples

# Ford
& Gardeen
m Green

T Halyfield
& Jagger
m Kelly

£

First Mame ks

15mith

Lawrence

Vida

Galf

Jirarmy

Fred

Hartison

Scatk

Ted

Evander

Mick

Red I
>

User Properties

Last Name

First Mame
Middle Initial
User Optional 1
User Optional 2
User Optional 3

User Optional ¢

Advanced

|:| Instant Access Key

User Groups

areen

Ted

&dd User

[CIMaster key (Access to &l Controllers)

Admission Controllers | Restriction Controllers

ey Is Walid:
() Always

O Frormn:

Delete User
— O Far
Make User Key

# of Accesses (0-127)

Figure 18
Users Section - User Properties Screen

This section is used to enter information about each person you want using the Guardian Il system.
At a minimum, you must enter their name (last & first), set a valid date range for each key you
make and review/set controller admission and restrictions. You may also assign an individual user
to a group(s) and set the controller admission and restrictions from this section for their specific
key.

Once the information has been entered and saved, a user key can be programmed. You must
enter at least a First and Last Name in the appropriate boxes. User Fields 1-4 are optional. A
default user key contains an “Always” valid date and time range. There are also two advanced
user key types.

Advanced

[ Instant Access Key The Advanced area contains two additional user key types that can be

[IMasker key (Access to All Controllers set:

Instant Access - This key type gives the holder, access to Admission type controllers without the
Administrator having to first upload information with an Admin key to each controller, thereby
saving you time.

Master Key - With this key, the holder has complete access to all controllers in your system. The
only way to prevent the use of this type of key, one programmed is to add it to the harvest
(disable) or restriction list. If this key has been added to the harvest list and the controller has
been administered with this change, the next time this key is introduced to any controller in your
system, it will be rendered useless.
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Key Is Walid:

2 Key is Valid - User keys can be programmed in one of three
Always Date: Time: .
& Fram: 5} 32004 ~| | sonooam 4 different ways.

-

Tai 5/28/2004 v | | sonoopm 4

OFor # of Accesses (0-127)

Always - Sets the valid date out to the year 2255.

From:/To: - Enables you to set a valid time and date for a key's life to begin and end. One such use
for this type of setting would be when an outside contractor or vendor needs access to one of your
facilities. You make the key ahead of time with the valid date and time; send it to the vendor for
them to use at the predetermined time. The person can use the key during that period of time
only. If for some reason they do not turn the key back in, it becomes invalid after the period of
time you set.

For # of Accesses - You can set the number of accesses (1-127) that the key can be used before
becoming invalid. If you want to charge a patron fee for entry into specific areas, this key will
decrement the number of accesses each time it is used in the controller. Once the key reaches
zero, you can re-program it for future use.

Icons appearing in the User List show the status of each User Key in the system. Here is a
description for each icon:

Icon User List Message (Description)
[0 | User key is out of date and needs to be reprogrammed.
& | User key has been programmed and is up to date.
& | User key needs to be updated to current Site Revision.
2E | User key needs to be programmed its first time.
€0 | User key is currently not valid.
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User Groups List

Search Users:

User Properties User Groups

Admission Controllers | Restriction Controllers

Last: Mame Firsk Marne A
£ 2012 Rental 1 5mith Available Groups: Selected Groups:
# anglin Lawmrence
m Blue Wida
& Cart 1 Golf y Group Mame Group Mame
# Carter Jimiry Basketball Players Basehall Players
#Couples Fred Fronk Door Access
TEFard Hartison Larca training
& ard — tarketing
ardeen o Musicians

B Green Ted Maon-Exempt
# HalyField Evander Parts Crib
A 3a00er Mick. Racing Drivers
m Kelly Red v
A bt
< | add All ==

|[ Pl Uy ” << Remave Al

|[ Delete User ”

|[ Make User Key ”

Figure 19
User Groups screen

From the User Groups tab, you can add (assign) Users to one or more groups, right from inside the

User section of the software. After selecting a user from the left list, you can select one or more
groups from the available list and move them to the selected group list by pressing the Add

button.

Controller Admission & Restriction

Search Users:

User P;opertiés

[ VUserVGroupsi | Admission Controllers | Restriction Controllers

Last Name First Name 4 |
£ 2012 Rental 1 Smith Controllers Not Admitted: Controllers Admitted:

anglin Lawrence T v H H
MB]ue Vida ‘ L
A Cart 1 Golf — ||| Location Controller Location Controller Schedule
#Carter Jimnny Garage Electric Golf Cart Garage Demo 2 AC
#Coup]es Fred Garage Gas Golf Cart Garage Side Door
#Ford Harrison Garage Tool Room
& card Seott Main Office Accounting Dr

Sreeen o Main Office Door A

Green Ted Main Office Forkiift #1
#Holyfield Evander Main Office Hay Shed

Jagger Mick Main Office Polishing Lab

Main Office Rooftop
mKeIIy Red v 3 2 7
o | | Main Office Tool Crib Admit Al 5>
< | ¥
Add User ‘ << Remove All
Delete User
Make User Key
Figure 20
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The following two tabs (Admission & Restriction Controllers) are used to add a single user to any
controller in your system. All the controllers in your system are listed on one of these two lists.

Note: The same admitting and restricting can be done in the Controllers section of the software.

After selecting a user from the left-hand list, choose the controllers you want them added to and
select the Add button. Any changes made will take effect next time you program an
Administration key to update the affected controller(s).

Program user keys
1. Select a User from the list.

2. Insert a User key into the G2 Programmer and select the Make User Key button. This
programs the information in the software to the User key.

Groups

Groups

Group members

Select the Groups button from the icon area at the top of the application window. From this
screen, you can assign individual users to specific groups in the software. This feature is especially
helpful when you want to admit or restrict a common group of users for a particular controller,

Search Groups: Group Members Admission Controllers | Restriction Controllers

aroup Mame: | Baseball Flavers

Sy Available Users: Selected Users:
Baszeball Flavers
Basketball Plavers
Front Door Access
Larco training Last Mame First Mame - Member Last Mame Member First Mame
Marketing 2012 Rental 1 Srnith Anglin Lawrence
Musicians Cart 1 Golf Blue Yida
MNon-Exernpt Carter Jirnry
Parts Crib Couples Fred
Racing Drivers Ford Harrison
Gardeen Sicotk
Green Ted
Holyfield Ewander
Jagger Irlick.
Kelly Red
Langer Bernhard
Lee Tomny
Lewis Jerry Lee
Lewis Lennox
Liddy Gordon
“ Add Group " Lovwe 11T Davis v
>
” Delete Group "

allowing you to make one entry that affects all users in that group.
Figure 21
Group Properties screen
Existing groups are shown in the left list. The center list shows all users not in the group (Available
Users) and the right list shows who is currently in the group (Selected User).

223-0084-000 Rev. D 5/14 34



Guardian Il Access Controller Software User Guide

Adding Groups:
1. Select the Add Group button and type the Group Name in the box.
2. Select Available Users from the list and Add them to the Selected Users list.
3. Select the Save button.

Deleting Groups:
1. Select a Group from the left Group List.
2. Click the Delete User button.
3. A warning window appears, confirming the deletion. Select Yes to Delete.

Example: Marina with main gate and three dock gates:

The main gate would be set up as a Restriction type controller (due to the high number of
potential users). All programmed user keys will be granted access to the main gate, no one would
be restricted.

Each of the three dock gates would be Admission type controllers and named Dock A, B and C.
Three groups (Dock A Boaters, Dock B Boaters and Dock C Boaters) will be created in the software
and each user key will be assigned to the group where their boat is docked.

Each controller will admit only those users with the same group name as the dock. (Dock A
controller will only admit Group A users.) This makes setting up and maintaining the marina very
straightforward. All boaters who have a slip at the marina will be issued a key. Each key can also
be programmed with a start and stop time and date. Then, every year the boater can bring their
key back to be re-programmed with a new start/stop date when they pay the next season's rental
fees.

Admission / Restriction Controller Lists

Search Groups: Group Members Admission Controllers | Restriction Controllers
|
S Controllers Not Admitted: Controllers Admitted:
Baseball Players
Basketball Players |
Front Door Access 1
Larco training Location Controller Location Controller Schedule
Marketing Garage Electric Golf ... Garage Demo 2 AC
Musicians Garage Gas Golf Cart Garage Side Door
MNon-Exempt Garage Tool Room
Parts Crib Main Office Accounting Dr
Racing Drivers Main Office Door A
Main Office Forklift #1
Main Office Hay Shed
Main Office Palishing Lab
Main Office Rooftop
Main Office Tool Crib

Add Group
Delete Group

Figure 22
Group Section — Admission Controllers List screen
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The next two tabs in the Groups section are where you can admit or restrict any or all of your
groups by individual controller. The Admissions Controller tab contains all of the Admission type
controllers. By moving them from the left-hand list to the right, you are granting them admission
to this controller. The Restriction Controllers list works in the same manner, only you are
restricting the groups you move to the right-hand list. Note: New users can be added to the group
(in the software), the user keys programmed and thereby, granted access without having to
reprogram the controller.

Keys

Keys
View / Import, Make Admin/Export Keys

In the Keys portion of the software, you can view information contained in all three different types
of keys used by the system (Admin, Export & User keys) and make the Admin and Export keys,
which are used to program and retrieve information from the controllers in your system.

You also upload records from export keys, into the database. User keys are programmed in the
User section of the software.

Use the “View/Import” tab to view User, Export and Admin key information. Once a key has been
inserted into the G2 Programmer, press the View Key button to display the contents of that
specific key.

h Viewing User Keys (Blue, Green, Red & Yellow)

% Guardianll|Demp 082211.mdb - Guardian Il
File ‘wiew Help

=

Controllers Users Groups Reports Administration

View/Import Key | Make Admin/Export Keys

Infarmation on Key:

iew Key
Key Type: Standard User Key
Site Revision:  Curent

User Mame:  Green, Ted

Group Count: 1 Save Export Key Recaords
Grroup Mame: Larco training to Database

Drate: Always

AccessCount: 0

9/7/2011 35358 PM Garage Demo 1 RC User Access Granted
9/8/2011 12:52:00 PM Garage Dema 1 RC User Accezs Granted
9/8/2011 1:51:49 PM Garage Demo 2 AC User Access Granted
9/8/2011 12:52:14 PM Garage Dema 1 RC User Access Granted
9/8/2011 1:52.01 PM Garage Demo 2 AC User Access Granted
9/8/2011 1:52.14 PM Garage Demo 2 AC User Access Granted
9/8/2011 12:52:39 PM Garage Demo 1 RC User Access Granted

www.Guardian2_com
For Help, press Fi UM

Figure 23
Keys Section - View User Key screen

s
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Figure 23 displays the information contained on a sample User key. Information displayed
includes:

e Key type

e Site revision

e User name

e Group membership

e Dates that the key is valid

e The number of accesses allowed before the key expires

An audit list of the last fifteen transactions performed by the user

_— View the Admin key (Gray)

View/Import Key | Make Admin/Export Keys |

Information on Key:

Key Type: Admin Key View Key
Site Revision:  Current
User Name:  Admin 1
Controllers: 1
Save Export Key Records
Garage Front Door to Database
Configure

Time Delay: 5

Dual Delay: 9

Use Daylight Savings Time

Access Controller

User: Jagger, Mick P

User: Preston, Billy X

Harvest User: Holyfield_37, Evander

Harvest User: Lee_20, Tommy

Harvest User: Preston_11E, Billy B

Harvest User: Preston_51, Billy

Dual User: Preston, Billy X

Passage User. Gardeen, Scott M

Auto Unlock Disabled

Figure 24
Keys Section - View (Admin) Key screen

Figure 24 displays information contained on a sample Admin key. The data written on this key will
be downloaded (transferred) to the Garage - Front Door controller from the software.

Configuration data contained on the key includes:
o Key type (Admin)
e Site revision (Current)
e User name (Admin 1)

e Configuration: Time delay for the relay (lock) activation (5 sec.), Dual Access time between
key insertions (9 sec.), Daylight savings time, Controller Type (Access), Names of the groups
and individuals with access privileges or are on the harvest list.

s
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” View the Export key (Black)

View/Import Key | Make Admin/Export Keys |

Information on Key:

The following data is NOT being saved to the database. Click 'Save Export Key Records to Database' to save the data. ‘
View Key
Key Type: Export Key
Site Revision:  Current
Export Key:  Export 1
7/6/2011 3:56:08 PM Main Office 2nd Floor Exported Records
Admin Name:  Export 1
7412/201111:14:51 AM Main Office 2nd Floor User Access Granted
User Name:  Smith, Billy
741242011 11:14:59 AM Main Dffice 2nd Floor Exported Records
Admin Name:  Export 1
7412/2011 11:58:48 AM Main Office 2nd Floor User Access Granted
UserName:  Smith, Billy
7212/2011 11:58:50 AM Main Office 2nd Floor User Access Granted
User Name:  Smith, Billy
7412/2011 11:58:.53 AM Main Office 2nd Floor User Access Granted
User Name:  Smith, Billy
7412/2011 11:58:56 AM Main Office 2nd Floor User Access Granted
User Name:  Smith, Billy
7/12/2011 11:59:34 AM Main Office 2nd Floor Invalid Key
7212/201111:59:39 AM Main Office 2nd Floor User Access Granted
UserName:  Richards, Keith
7412/2011 11:59:45 AM Main Office 2nd Floor User Access Granted
User Name:  Smith, Billy
7412/201112:41:17 PM  Main Office 2nd Floor User Access Granted
UserName:  Richards, Keith
7A12/201112:41:23 PM Main Dffice 2nd Floor User Access Granted
User Name:  Smith, Billy
7A12/2011 12:41:28 PM Main Office 2nd Floor Invalid Key

Save Export Key Records
to Database

Figure 25
Keys section - View (Export) key screen

Each time someone uses a key at one of your controllers, a record of the transaction is stored in
the controller's memory. The export key is used to extract this data from the controller and
transfer it back to the computer. Once you insert and turn the export key in the G2 Programmer,
you can select the View Key to review the records on the key.

Save Export Key Records to the Database
1. Insert a programmed Export key into your controllers to retrieve all the transactions
stored in the controller’s memory.

2. Take the export key back to your computer and insert it into the G2 Programmer.

Select the Keys icon ‘77‘ from the top, icon menu.

3.

4. Select the View/Import Key tab.

5. Select the View Key button to review the transaction records.

6. Select the Save Export Key Records to Database button to transfer the records from the
key to the software. Once the data has been uploaded into the programs database, you
can then run reports from the Reports section of the software.

7.

Important: Before deleting an Export Key, it is a good idea to view the contents of the key and
export the records to the database. Once a key has been deleted or written over, the data is not
recoverable.
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Make Admin & Export keys

This section of the software is very important. All Admin and Export keys for your system are
created and programmed here.

K/

+» Admin keys are used to program controllers with the information that has been entered in the
software application. After data has been written to the Admin key, the key needs to be
inserted in the controllers’ receptacle, so the data can be uploaded and stored in the
controllers” memory. Each controller holds its specific data independently of all other
controllers, thereby allowing or denying access to key holders on a per controller basis.

+» Export keys are used to transfer information from each controller back into the software,
where the data can be viewed and reports generated. Once an export key has been made in
the software, it can be inserted in a controllers’ receptacle to upload the data from the
controller onto the key. The key is then taken back to the PC and inserted into the G2
Programmer and uploaded into the software.

Important: At a minimum, you will need to create at least one Admin and one Export key in
order to administer your system. A controller must first be entered in the software before and
Admin key can be made.

£ SG 072911 Demo Guardianll.mdb - Guardian Il El@l@
File Wiew Help

3@ E N[O

Controllers Users Groups Keys Reports Administration

View/Import Key | Make Admin/Export Keys |

Search:

| ” | Admin Keys Export Keys
Location Controller S Admin Key Expart Key
m Garage Demao1RC Admin 1 Export 1
W] Garage Demo 2 AC
[ Garage Electric Golf Cart
# Garage Front Door
@ # Garage Gas Golf Cart
[ Garage Side Door

# Garage Tool Room
[ Main Office 2nd Floor

@ M ain Office Accounting Dr
5 Wain Nffire Rark Nanr ¥
< | =

[¥] Enable

[ Adjust Time by

(%) Program Controller 13t Time # |:| Hours Make Admin Key M ake Export Key
(O Change ta Current Site Rlev & Set Time @

Delete Admin Key Delete Export ey
O Reinitialize

[ tdake Firmware Update Key ] |

www.Guardian2.com
ForHe{l B ks Fl Controller needs to be initialized its first time, UM

Figure 26
Keys section — Make Admin/Export Key screen

@ Icons appearing in the left list above show the administrative status of each controller in the
system. Any icon that does not have the green check mark needs some action to be taken, either
with an Admin or Export key.

223-0084-000 Rev. D 5/14 39



Guardian Il Access Controller Software User Guide

As you scroll down the controller list, different sections on this screen become activated and the
message bar gives a description of the controllers’ administrative state.

Here is a description of each icon:

Icon Controller List Message (Description)

# Controller needs to be initialized its first time (appears on all new controllers, not yet programmed)

& | Controlleris up to date

O

Admin key needs to be programmed and inserted in this controller)

Controller needs to be reprogrammed with an Admin Key (changes have been made in software and an

exported from controller and saved in the software, this icon will change to a green checkmark)

Controller needs to export records to Export Key, and then please save its records to (controller data was
@ | written to an Admin key and should have been uploaded into the controller. The next time records are

Administration section of the software.)

Controller needs to have its Time Set (this appears if the set time checkbox was unchecked
€8 | during other Admin key programming or the Daylight Savings Time box is toggled. Located in the

A Controller needs to be initialized to current Site Revision (the Site Revision has been changed and the
controller requires an Admin key be programmed and inserted/turned in the controller receptacle.)

You can choose to program a single controller or multiple controllers (page 45), using one or more
Admin key(s). When programming a controller for the first time, you can only load one controller

on an Admin key at a time. Important: at least one controller must always be selected to make
program data onto an Admin key. This screen contains various buttons that are used to Make

or

(name & program) and Delete both Admin and Export keys. The following section describes what

each is used for:

Make Admin Key - Programs an Admin key (Gray) with its name, key type and

controller data. Important: You must have an Admin key in the G2 Programmer before you select

the “Make Admin Key” button.

| View/Import Ké? ‘ Make Admin/Export Keys |

Search:
[ Admin Keys Export Keys
Location Controller (o \ Admin Key Export Key
[ Garage Electric Golf Cart | Admin 1 @ Export 1
Ef Garage Front Door ‘ [
[ Garage Gas Golf Cart [ ;
@O |
TF Garage Tool Room 1
2 Main Office 2nd Floor ‘
# Main Office Accounting Dr
# Main Office Back Door
# Main Office Door &
¥ Main Nffice Nanr R b
< >
Controller Initialization Date/Time Koy Naiie: | Admin 1 ‘ KeyName: ‘
Enable [[] Adjust Time by = g =
(® Program Controller 1st Time # } ‘ Hours [ Make Admin Key J [ Make Export Key ]
(O Change to Current Site Rev /& Set Time €0
l Delete Admin Key ] [ Delete Export Key l

[ Make Firmware Update Key ] [ Clock ]
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BN
1. Select the Keys button ‘ t» | at the top of the screen, and then select the Make
Admin/Export Keys tab.

2. Select a Controller from the left list. Note: The Gear icon % indicates that the controller
has never been programmed and needs to have an Admin key made and inserted to
initialize its memory.

3. Select the Admin key from the middle list. Note: If no Admin key has been made see #5.
4. Insert and turn an Admin key into the G2 Programmer.

5. If no Admin Key appears on the list, type a name for the Admin key in the Key Name box
and press the Make Admin Key button . A pop-up window appears, select
OK. The data will be written to the key. As the key is being made, two windows pop-up

(Key Added & Key Complete) are shown. When the windows disappear, the key has been
successfully written to.

6. Insert & turn the programmed Admin key in the receptacle on the controller you want to
program. Important: All records should be exported from controllers before inserting an
Admin key.

The following screen capture example shows the new Admin key name, “Admin 1” and the change
of the icon for the controller, to a gray square B, This indicates that an Admin key has been
programmed and needs to be inserted in that controller. Once an export key is inserted in this
controller and the data has been uploaded into the software, the icon will change to a green
checkmark & .

View/Import Key | Make Admin/Export Keys

Search:
Admin Keys Export Keys
L ocation Contraller Admin Key Export Key
E D ovntowin Frant Door I adrmin 1 I
Contraller Initialization Date/Tirme Ky Mame: | ddmin 1 Key Mame:
Enable [] Adjust Time by
(%) Program Controller 13t Time # Haours [ Make Admin Key l ’ I ake Export Key ]
() Change to Current Site Rev /8 [ 5et Time @
[ Delete Admin Key I l Delete Export Key ]
() Reinitialize

’ I ake Firmware pdate Key ]
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Make an Admin key that contains data for multiple controllers

The software allows you to write data for multiple controllers on a single Admin key.

Example: If you added a new user in the User section of the software and gave them access rights

to multiple controllers, you need to update each of those controllers with this new information.

View/Import Key | Make Admin/Export Keys |

Search:
| || | Admin Keys Export Keys
Location Controller 4 Admin Key Export Key
) . Adrmin 1 Expart 1

Framt D oor
Giaz Golf Cart
| Garage Side Doar
# Garage Tool Room
ice 2nd Floor
coounting Dr

-k Nnnr

59

| =

Date/Time
[ Adjust Time by

| 0] Hous [

[ 5et Time @ [

Cantraller | ritialization

0 Key Mame: |"""-C|""'in 1 |
Enabla

F.ey Mame: |E”D°f” |

Make Admin Key I ’ M ake Export Key ]

Delete Admin Key I l Delete Export Key ]

Save Cancel

1. Select the Keys button ’ Keys ‘ at the top of the screen, and then select the Make
Admin/Export Keys tab.

Select a multiple Controllers from the left list.
Select the Admin key from the middle list.
Insert and turn an Admin key into the G2 Programmer.

Select the Make Admin Key button.

o Uk w N

Remove key from the G2 Programmer and insert it into each of the selected controllers.
The pertinent data for each controller will be downloaded accordingly.
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Delete Admin Key (optional) - Deletes an Admin key from the software. Important:
You should have the specific Admin key you want to delete in the G2 Programmer before you
select “Delete Admin Key”. You can delete this type of key from the software without putting it in
the Programmer, but that is strongly discouraged, due to security concerns.

1. Insert the Admin key you want to delete into the G2 Programmer.
2. Select the Admin key from the middle list.

3. Select the Delete Admin Key button. A window confirming the deletion appears, select the
OK button.

Confirm Delete

\_‘{‘} Please insert the Admin 1 key. Delete the key?

Make Export Key - Programs an Export key (Black) with its name and key type. Important: You
must have an Export key (black) in the G2 Programmer before you select the “Make Export Key”
button.

1. Insert a blank Export key (black) into the G2 Programmer.
2. Type a name for the Export key in the Key Name box and press the Make Export Key

putton [ ]

3. Select OK on the pop-up window.

You can now insert this programmed, export key into your controller(s) to upload records onto it,
then insert the key in your G2 Programmer to transfer the records from the key, into the software
application.

Delete Export Key (optional) - Deletes an Export key from the software. Important:
You should have the specific Export key you want to delete in the G2 Programmer before you
select “Delete Export Key”. You can delete this type of key from the software without putting itin
the Programmer, but that is strongly discouraged, due to security concerns.

1. Insert the Export key you want to delete into the G2 Programmer.
2. Select the Export key from the right hand list.

3. Select the Delete Export Key button. A window confirming the deletion appears, select the
OK button.

s
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Controller Initialization — This area of the screen appears when a controller with a gear icon 3 is
selected. It lists the reason a controller needs to be programmed, initially.
Controller Initialization

Enable
(%) Program Controller 1st Time #
() Change to Current Site Rev &

() Reinitialize

[ Make Firmware Update Key ]

>

% Program Controller 1°* Time — This programs your site specific information in the
controller, as well as the properties you have selected for the controller in the other
sections of the software and sets the time on the controller.

e

%

Change to Current Site Rev — Occurs when you have changed the site revision, typically due
to security concerns. This writes new identification information in the software and
therefore all your controllers need to be re-administered.

** Reinitialization — Used to reset a controllers’ information, if you wanted to move a
controller from one area to another. You would enter a new controller in the software and
select the Reinitialization radio button, program an Admin key and the controller would be
seen by the software as a different controller.

“* Make Firmware Update Key — Used to update the controllers firmware. If updates related
to the operation of the hardware are needed, an electronic file can be downloaded from
the manufacturer to your computer and written to an Admin key by selecting this button.
To make a firmware update key:

1. Insert a gray Admin key into the G2 Programmer.

2. Select the Keys button ‘ = | gt the top of the screen, and then select the Make
Admin/Export Keys tab.

3. Select the Enable checkbox (lower-left corner) and then the [ Make Fimware Upsete Koy by ytton,

4. Select the appropriate file (.bin) from the Open file window, and then select the Open
button. The key will be programmed immediately. After the key has been made, insert the
key into each controller. The LED will flash a fast amber light while the firmware is being
updated. Once the transfer is complete, the LED will turn to solid red.
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Date/Time

++» Set Time - Is automatically checked the first time a controller is administered after
installation has occurred. Used to set the time clock inside each controller (using an Admin
key). When you check the box in this section, a Clock button appears. If you select the
button, a calendar and clock time window appears. You can select the “OK” button to set
the current time (set by the computer clock) or, using the calendar and clock, set a time in
the future when you will be at the controller to download this new information.

Date/Time
SetTime €5y
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Reports

Reparts

Selecting & printing

£ SG 072911 Demo Guardianll.mdb - Guardian II
File View Help

Controllers Users Groups Reports Administration

Search Reports: Report Properties

Report Report:
Administration Key List
Controller Detail by Loc. & Type
Controller Detail by Location
Controllers with Dual Users
Controllers with Passage Users
Event Report by Controller
Event Report by Event

Event Report by User

Groups by Door Controller
Groups List

Harvest Admin Key List

Harvest User Key List

Holidays

Locations

Schedule Names

User Keys - Details from:
User Keys - Listed by Type

Report Dates

www.Guardian2_com
IFor Help, press F1 UM
Figure 27
Report Properties Screen

From this area, you can view and print reports related to information in your system. There are a
variety of "canned" reports, containing information related to Controllers, Group Lists, User Lists
and transaction data.

To get the latest information in your reports, you will want to upload data from all your controllers
with an export key back into the software.

Select the report type from the list on the left hand side of the window. When a report contains
variables, such as date ranges, you will need to enter specific dates in the pop-up window. Enter a
beginning and ending date and time in each specific field and select the Print Preview button.

-
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The report viewer window has a menu bar where you select the page(s) to view and print your
report. Along the left side, there are expand/collapse text fields that you can select to jump to
different sections of the report.

Guardian Il Report

= | Q | M4 z 2 4 G - | SAP CRYSTAL REPORTS®
=M Garage Main Report
[ admission
[ Deleted Admission A
[ Deleted Restriction
[ Restriction
=D E‘”Ag:i:;m Controller Detail (Sorted by Location, Type and Controller ) Larco
Repart Date : 8/8/2011
Location Type Dual Key Enahled? Lock Delay Type
p'lain Office Restriction
Controller:  Accounting Dr Mo Auto Lock Delay Delay:1 Second(s)
Auto Unlock Setting: Mever
Controller:  Door A Mo Auto Lack Delay Delay: 3 Second(s)
Auto Unlock Setting: Mever
Controller:  Forklift #1 Yes 8 Second Delay Auto Lock Delay Delay: 2 Second(s)
Auto Unlock Setting: Mever
Controller:  Hay Shed ‘Yes 8 Second Delay Auto Lock Delay Delay:1 Second(s)
Auto Unlock Setting: Mever
Controller:  Polishing Lab Mo Auto Lock Delay Delay: 1 Second(s)
Auto Unlock Setting: Mever
Controller:  Rooftop Mo Auto Lock Delay Delay: 1 Second(s)
Auto Unlock Setting: Mever
Controller:  Tool Crib Yes d Second Delay Auto Lack Delay Delay:1 Second(s)
Auto Unlock Setting: Mever
-
Current Page Mao,: 2 Tokal Page Mo.: 2 Zoor Factor: 100%
The toolbar contains various icons shown below with a description of each.
e oy e ey ; -i'
ot F %‘51 \\\l\m N
Toggle Toggle Go to Go to Go to Go to Go to
Group Parameters First Previous Next Last Page Find
| Export | | Print | | Refresh | Tree Panel Page Page Page Page Zoom Text

s
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Guardian Il controller board connections

Tri-color
LED
I:HE[F Guardian |l Controller Board
GE LE[: Power IN, + VDC (Black) O
| Black % Power Return,- VDC (White) O

Future - Output #1 (Blue) O

Future - Opto Out #1 (Blue/Black) O
Future - Qutput #2 (Blue/White) O
Future - Opto Out #2 (Blue/Red) O
Ground (Green/Black) O

3.3v Out (Green) O

REX Input #1 (Red/White) O
Common Relay Contact (Orange) O
Future - Input #2 (Red/Black) O

—+ N. C. Relay Contact (Orange/Black) O
Ground (Green\White) O
— |- N.O. Relay Contact (Orange/Red) O
Flyback Diode (White/Red) O
3K Flyback Diode (White/Black) O

Figure 28
Controller connections
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User interface (LED colors and patterns)

Power-Up
(1 second)
. ! '

No Valid Ready Invalid RTC
Firmware (Locked) or EEPROM
(Continuous) (Continuous) (Slow Blink)

' ! ! ' ! ' '
Invalid Valid First Dual Out of Active-On Export Admin
Key User Key Authentication Schedule Expiration Records Controller
2 beeps, 0.5 secs 1 beep, 0.5 secs beeping, 0.5 secs | |4 beeps, 0.2 secs | | 10 beeps, 0.1 secs | |3 beeps, 0.1 secs| |3 beeps, 0.1 secs

Valid Dual
Authentication

1 beep, 0.5 secs
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photocopying and recording for any purpose other than the purchaser’s personal use without written permission of ATEK Access Technologies, LLC.
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Trademarks: Larco® is a registered trademark of ATEK Access Technologies, LLC. Microsoft® is a registered trademark of Microsoft Corporation.

Windows® XP, Windows® Vista and Windows® 7 are trademarks of Microsoft Corporation. All other brand names and product names used in this
manual and associated documentation are trademarks, registered trademarks or trade names of their respective holders.
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